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A trustworthy system is one for which there is assurance that it will perform as 
expected given attributes of interest such as dependability, security, reliability, 
availability, safety, security, resilience, and integrity. The speakers in this seminar 
have been invited to speak on the general topic of the development of such systems 
with a focus on the use of assurance cases as a means of increasing the confidence 
that the system will behave as intended. 
 
 
8:00 – 8:30 Light Breakfast 
 
8:30 – 8:45 (Welcome) Prof. Robert Swarz 
 
8:45 – 9:25 (Keynote) Robert A. Martin, The MITRE Corporation 
“Creating Trustworthy Systems by Engineering with Assurance Cases for Safe,  
Secure, and Reliable Operations” 
Software-enabled technologies are now critical to enterprise operations. Efforts to automate, 
optimize and deploy “smart” devices abound. Enterprises need a strong understanding of the 
risks that this dependence presents and the will and skill to manage those risks. This talk 
addresses identifying unsafe, insecure and unreliable software-enabled technology and 
conquering, containing and managing the risks they pose by leveraging assurance case-based 
systems engineering methods. 
 
9:25 – 10:05 O.  Sami Saydjari, Cyber Defense Agency 
“Engineering Trustworthy Systems: A Principled Approach from Practice” 
Wisdom comes from learning from unwise actions. The discipline of cybersecurity engineering 
is now old enough to begin deriving principles of trustworthy design to guide practitioners on 
how to design trustworthy systems. This talk gives several examples of important principles, 
how they are derived, and how they are applied. An approach to broadly and deeply covering 
the entire attack space and to optimizing risk-reduction will be discussed. 
 
10:05 – 10:35 Coffee Break 
 
10:35 – 11:15 Dr. Ahsan Qamar, Ford Motor Company 
“Tying model-based architecting and analysis for building assurance cases for 
complex engineered systems” 
Complex engineered systems of today demand agile and effective systems engineering 
methods. Model-Based Systems Engineering (MBSE) is becoming an industrial de facto practice 



 
for designing system-of-systems where the overall service is provided through a coordination 
of multiple services. An autonomous ride-sharing service has multiple aspects to it that are 
delivered through a coordination of multiple features that exist both on board and off board an 
autonomous vehicle. Understanding and analyzing the large number of complex interactions 
between these systems is a design challenge, making the activities of analyzing safety and 
security aspects a key step in the MBSE process. This talk will highlight how the designing and 
analysis pieces could be tied together especially from the safety standpoint.  
Multiple analysis methods such as FMEA, STPA, FTA, HARA are used to build the assurance 
cases for the system of interest. By tying the design and analysis pieces, it is ensured that the 
safety recommendation and design evolution go in lock-step with each other to assure the 
systems operates safely and securely within the operational design domain. 
 
11:15 –  11:55 Dr. Charles B. Weinstock, Software Engineering Institute 
“Eliminative Argumentation and the Method of Doubts” 
Safety-critical systems are ubiquitous. Assurance cases (safety cases) are used to 
convince regulators and others that such systems meet their safety requirements. As with any 
system artifact, assurance cases may themselves be subject to flaws. This talk presents the 
Method of Doubts, based on defeasible reasoning, as a means of gaining confidence that a 
claim, and its supporting assurance case are correct. 
 
11:55 – 12:40 Lunch 
 
12:40 – 1:20 Tim Kelly, University of York (UK) 
“Evolving Assurance Case Practice Using the Structured Assurance Case Metamodel” 
The Structured Assurance Case Metamodel (SACM) is an Object Management Group (OMG) 
standard that has been developed over the last ten years.  Now at version 2.0, SACM has been 
defined to supported well established and widely used approaches to structuring assurance 
cases, such as the Goal Structuring Notation (GSN) developed by the University of York, and 
the Claims-Argument-Evidence approach developed by Adelard.  Over the years, there have 
been several developments of GSN, including Assurance Case Patterns (in 1997) and Modular 
Safety Case Construction (in 2001). SACM incorporates and extends these developments within 
a new unified standard. Alongside this, SACM has been designed not only to support current 
practice, but also to provide an enabling framework for new developments in assurance case 
practice, such as improved support for dialectic argumentation, better management of 
evidence, reasoning about confidence, automated reasoning support for assurance case 
arguments, and dynamic assurance cases that are processed and executed at run-time. This 
talk will introduce SACM 2.0 and explain how it supports both current and emerging assurance 
case practice. 
 
1:20 – 2:00 Ed Roberts, Elparazim 
“Assurance Cases in Enterprise Architecture: A Different Demographic” 
In the last few years, Assurance Cases have become a preferred method among critical system developers in 
documenting the trustworthiness of systems given the extreme cost of alternative methods. This method, though, 
has wider application to different sets of demographics, and especially to Enterprise Architects, where the totality of 
a business is addressed. This talk discusses some of the work being done to widen the application of Trustworthiness 
and Assurance to this demographic, include The Open Group's Dependability through Assuredness Standard, the 
mapping of the Object Management Group's Structured Assurance Case Metamodel standard to the ArchiMate 
language, and the use of modeling of Security, Assurance, and Architecture descriptions together. 
 
2:00 – 2:30 Break 
 



 
2:30 –3:10 Professor Kevin Walsh, College of the Holy Cross 
“The Role of Trusted Hardware for Assurance Evidence” 
Any assurance case will rest, in part, on evidence gathered by machines—not just the hardware 
and software implementing a system, but also the machines used for developing, testing, 
deploying, and monitoring.   For example, we might rely on output from an automated model 
checker's analysis of a proposed code update, or a collection of log messages sent from live 
system components to a central dashboard.  In such cases, it is crucial to have clear and well-
defined mechanisms for generating and gathering trustworthy evidence about the hardware 
and software components that make up a system. This is especially true when evidence is not 
only produced by machine but evaluated by machine as well.  This talk reviews ongoing efforts 
to establish a hardware-based root of trust, which is intended to provide increased assurance 
about the hardware and software state of a system and discusses recent advances and 
roadblocks to integrating a hardware root of trust into operating systems and cloud platforms. 
 
3:10 – 3:50 Dr. Carol C. Woody, Software Engineering Institute 
“Automated Decision Support with an Assurance Case” 
An assurance case provides a structure for assembling evidence to support decision making; 
however, for many decisions that must be made in today’s technology-driven environments, so 
much evidence (good, bad, and ugly) is available and constantly changing that the mechanics 
of selection, assembly and analysis can become overwhelming. One such problem involves 
granting a system an authority to operate (ATO) which indicates there is sufficiently low risk for 
it to be added to the operational environment. Evidence is generated throughout the lifecycle 
from a variety of activities including plans, tests, and independent verification and validation 
steps. A decision maker would like to predict early in the lifecycle that risks will be addressed 
and confirm results later in the lifecycle, but with so much input the task is daunting. This 
presentation will share the results of an exercise in which systems, software and cybersecurity 
experts explored options to leverage text analytics and other automation capabilities to feed a 
decision support framework for ATO granting based on an assurance case that could be 
continuously monitored. 
 
3:50 – 4:30 Michael A. McEvilley, The MITRE Corporation 
“Towards Synergy in the Engineering of Safe and Secure Cyber-Physical Systems” 
Today’s systems are highly complex, highly inter-dependent, and to an increasing extent, not 
only designed to perform in autonomous modes but to adapt to their environment with limited 
dependence on human decision-making.  Any discussion of the trustworthiness or dependability 
of such systems can no longer ignore the diminishing distinction between judgements of “what 
is safe” and “what is secure”, and the analysis required to inform those judgements. 
Michael’s talk discusses work done for the Department of Defense to explore how safety 
approaches and methods might be leveraged to advance existing security approaches and 
methods for weapon systems engineering, and in doing so, to strive for synergy in the 
approaches, methods, and data associated with system safety and system security practices. 
 
4:30 – 5:00 Prof. Bob Swarz 
Wrap-Up and announcement of next seminar 
  



 
 

Speakers’ Biographical Sketches 
 
Robert S. Swarz 

Robert S. (“Bob”) Swarz is a Professor of Practice and Academic Director of the 
Systems Engineering Program at Worcester Polytechnic Institute in Worcester, 
Massachusetts, USA. He holds a Ph.D. degree in Electrical Engineering from New 
York University, an M.B.A. from Boston University, an M.S. from Rensselaer 
Polytechnic Institute, and a B.S., also from NYU. In addition to his lengthy 

academic background, he has engineered systems at The MITRE Corporation, Pratt and Whitney 
Aircraft, and Digital Equipment Corporation. His current research interests are in system 
dependability and security, complex systems of systems, model-based systems engineering, 
and system architecture. Bob is a senior member of the IEEE and Assistant Director of Technical 
Operations for the International Council on Systems Engineering (INCOSE), where he is and 
Chair of their Policy Management Committee. 
 
Robert A. Martin 

Robert A. (“Bob”) Martin, a Senior Secure Software & Technology Principal 
Engineer of the MITRE Corporation’s Trust and Assurance Cyber Technologies 
Department and a member of the Industrial Internet Consortium Steering 
Committee, has dedicated his career to solving the world’s most difficult 
problems in systems and software engineering—including security of connected 
software-enabled technology, Y2K, application security, and assurance. Focusing 
on the interplay of risk management, cybersecurity, and assurance for the past 

20 years, Robert has applied his expertise to international cybersecurity initiatives such as CVE, 
CWE, and assurance cases. Robert frequently makes presentations on IIoT, software security, 
assurance, and related topics. 
 
O. Sami Saydjari 

O. Sami Saydjari is the founder and Chief Executive Officer of the Cyber Defense 
Agency, where he provides vision, leadership and expertise for building a 
consulting and research concern that creates effective systematic defenses for 
high-value systems against aggressive cyber-attack. Mr. Saydjari is an 
internationally recognized expert in strategic cyber security issues and a key 
innovator in the field. He is the author of the Engineering Trustworthy Systems 
(McGraw-Hill, 2018). 

He has 35 years of experience performing and directing information assurance research, 
including 13 years at the National Security Agency and 3 years as a DARPA Program Manager 
of Information Assurance. 
 
Charles B. Weinstock 

Charles B. (“Chuck”) Weinstock is a Principal Researcher at the Software 
Engineering Institute at Carnegie Mellon University. His interests are in the area 
of dependable computing with a recent emphasis on assurance cases and 
measuring confidence. In over 30 years at the SEI, he has worked in the areas 
of model-based verification, fault tolerant computing, open source software, 
distributed real-time systems, architecture analysis, assurance cases, 
confidence, argumentation theory, and complexity. Dr. Weinstock has worked at 

Tartan Laboratories, and at SRI International, where he was co-Project Leader for the SIFT 
project. He earned his Ph.D. in Computer Science from Carnegie Mellon University. 
 



 
Michael A. McEvilley 

Michael McEvilley is a Principal Computer Scientist in the Systems Engineering 
Technical Center at The MITRE Corporation.  Michael has over thirty-five years’ 
experience in high confidence safe, secure, dependable computing and 
requirements engineering, with emphasis on real-time and embedded systems, 
weapon systems, and security design assurance evaluation. His past work 
experience includes serving on industrial and government engineering teams for 
a variety of weapon platforms and associated systems. His current work is in 

support to the Department of Defense oriented to evolving systems engineering approaches 
and methods to deliver dependably safe, secure, and resilient weapon systems. Michael is also 
a co-author of NIST SP 800-160 “Systems Security Engineering – Considerations for a 
Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems.” 
 
Kevin Walsh 

Kevin Walsh is an Associate Professor of Computer Science at the College of the 
Holy Cross in Worcester, Massachusetts.  He holds a Ph.D. in Computer Science 
from Cornell University, and was a visiting researcher at Duke University. His 
research interests include authorization logics, trustworthy hardware and 
software, operating systems, cloud security, and distributed systems. At Cornell, 
he contributed to the design and implementation of the Nexus trustworthy 
operating system. His current activities revolve around the development of the 

Cloudproxy/Tao framework for a trustworthy cloud computing infrastructure. 
 
Carol C. Woody 

Dr. Carol Woody has been a senior member of the technical staff at the 
Software Engineering Institute since 2001. She is the technical manager of the 
CERT Cybersecurity Engineering team which addresses security and 
survivability throughout the acquisition and development lifecycles.  Her 
research focuses on building capabilities and competencies for measuring, 
managing, and sustaining cybersecurity for highly complex networked systems 
and systems of systems.  Dr. Woody has coauthored a book Cyber Security 
Engineering: A Practical Approach for Systems and Software Assurance 

published by Pearson Education as part of the SEI Series in Software Engineering.   She holds 
a B.S. in mathematics from the College of William & Mary, an M.B.A. with distinction from 
Wake Forest University, and a Ph.D. in information systems from NOVA Southeastern 
University. 
 
Tim Kelly 

Tim Kelly is Professor of High Integrity Systems within the Department of 
Computer Science at the University of York. He is best known for his work on 
system and software safety case development. His research interests include 
safety case management, software safety assurance, modular certification, and 
the certification of adaptive and learning systems. He has supervised many 
research projects in these areas with funding that spans industry, government, 
research councils, and the European Union. He has published over 150 papers 
on high integrity systems development and justification in international refereed 

journals and conferences. He has also been involved the development of a number of 
international standards in the area of system and software safety assurance (such as the 
automotive standard ISO 26262) 
 
 



 
 
G. Edward Roberts 

G. Edward Roberts is a recognized leader in modeling and architecture design for 
organizations. He has expertise in modeling, enterprise architecture, systems 
engineering, and software development.  He has also been a professor of 
Electrical Engineering. For over thirty years, Mr. Roberts has architected, 
modeled, designed, and developed systems and software for the US Navy, 
Australian Navy, Department of Transportation, Undersea Search companies and 

for the insurance and healthcare industries. He has also taken an active role in developing 
international standards in these industries and has provided expert instruction in these and 
other subjects at a variety of venues and institutions. 
Mr. Roberts holds a BS in Electrical Engineering and an MS in Electromagnetics from 
Washington State University. He also has an MS in Applied Mathematics (with Distinction) 
from the Naval Postgraduate School, where he also did post-graduate work on fractal signal 
processing. 
Mr. Roberts is a member of the Real-time Embedded Systems Forum at The Open Group and 
the editor of the “Dependability through Assuredness” standard and is also a participant and 
contributor in the Architecture and ArchiMate Forums. 
 
Ahsan Qamar 

 
 
 
 
 
 

 


